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Personas

Cybersecurity Consultant

Network Administrator in a large corporation
Security Operations Center (SOC) Analyst
Digital Forensics Investigator

Incident Response Team Lead

Compliance and Risk Manager

IT Security Auditor

System Administrator in educational institutions
Privacy Officer in healthcare



Alternatives

Loki

Thor
Velociraptor
OSQuery



Problems

Overwhelming complexity for users without deep technical knowledge
High resource consumption during scans

Difficulty integrating with other security tools

Complexity in crafting and understanding queries

Limited by the specific queries run, potentially missing evidence
Requires significant manual effort for comprehensive analysis
Requires deep SQL knowledge for effective use

May not detect malware or activities without precise queries
Integration with other security tools can be cumbersome



Capabilities

Easy to perform compromise assessment (1-click)

User-friendly incident response and analysis platform

Lightweight remote monitoring and management (RMM) solution for minimal performance impact
Seamless integration with existing security infrastructure

Advanced loC scanning with automated analysis features

Simplified query and reporting interface for easier use

Comprehensive RMM for proactive configuration and security management

Intuitive user interface that simplifies query creation

Comprehensive threat detection that goes beyond simple queries

Easy integration with SIEM and other security tools
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Value Proposition Examples

. Security Analyst:
o "For security analysts using Loki who struggle with missed sophisticated threats, our product provides comprehensive incident response and analysis capabilities, powered by advanced loC
scanning, which decreases dwell time and expedites response.”
(o)

° IT Manager:

o "For IT managers relying on Loki and facing false positives, our solution offers an integrated l1oC scanner and RMM platform, reducing risk and establishing a complete security baseline faster."
° Compliance Officer:

o "Compliance officers challenged by Loki's limitations in regulated environments benefit from our product's RMM and incident response features, ensuring reduced breach impact and

compliance with regulatory standards."
(o)

. Cybersecurity Consultant:
o "Cybersecurity consultants using Thor, overwhelmed by its complexity, will find our product's user-friendly incident response platform, coupled with lightweight RMM, speeds up assessments
with minimal disruption."
o
° Network Administrator:
o "Network administrators facing performance issues with Thor benefit from our integrated RMM and loC scanner, ensuring thorough assessments without impacting system performance.”

o]
. SOC Analyst:

o "SOC analysts struggling with Thor's integration challenges will appreciate our solution's seamless connectivity with SIEM and other security tools, enhancing threat detection and response
capabilities."
o
. Digital Forensics Investigator:
o "For digital forensics investigators using Velociraptor who find crafting queries complex, our product offers an advanced IoC scanner with a simplified interface, enhancing evidence collection
and analysis."
(o]
. Incident Response Team Lead:
o "Incident response team leads challenged by Velociraptor's limitations will benefit from our comprehensive RMM and incident response platform, speeding up investigations and reducing
dwell time."
o
° Compliance and Risk Manager:
o "Compliance and risk managers needing to establish security baselines quickly find our product's mix of IoC scanning and RMM features invaluable for reducing risk and ensuring compliance

efficiently.”



